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Key Messages and FAQs

The following is intended as a reference for questions about the AMCA Data Security Incident.
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X American Medical Collection Agency (AMCA), a collection agency, had a data security incident that impacted
AMCA’s systems.

X Optum360®, a contractor of Quest Diagnostics, used AMCA as one of its collection agencies.

X AMCA also handled collections for a number of other clinical laboratories and healthcare providers, and the
data security incident has impacted all of AMCA'’s customers.

X With respect to Quest, only those Quest patients whose accounts were sent to AMCA for debt collection may
have had information on AMCA'’s affected system.

X Quest’s information technology systems and databases were not affected.
X Quest is working with AMCA and Optum360 to ensure that Quest patients are appropriately notified.
X We are committed to keeping our patients, health care providers, health plan customers, and all relevant

parties informed as we learn more. For general information, individuals can call 866-MyQuest.
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4 :KDW KDSSHQHG"
Al. American Medical Collection Agency (AMCA), a collection agency, has disclosed that an unauthorized user had
access to AMCA's system. The a

1

Version dated June 6, 2019



4 +RZ FDQ SDWLHQWVKIHIQW LRXWRUPIDWLRQ@DV IHF 6 D8RO DI IHFWHG V\VWHP"
$ $0&$ KDV LQIRUPHGLRO WHKDQRWWIZ QJ IFHIGMWRIGX DOMBWHBFWO\ 4XHVW FRQ
$0&$ DQG 2SWXP W RWHQVH\U SVTKWL HQ W © \ DQURWL $ISH@Q FERIQDWMAW KH OD Z

4 :HUH 4XHVW 'LDJQRVWLFV LQIRUPDWLRQ WHG X @RDRW\ M) WM M PVFIHR/S D F

$ 1R 7KH $0&$% GDWQFVBRAQW.WLGE QRWVLPWBPW R X HWDWY U BID\CH R (R B KRNV L Q
7KH $0&$ GDWD VHFWUZDW WEFLGHQX OWDR F BQ\D XWRKW K H] MGV IV M\PK RU G 0RBU W\ FR
DIJHQF\

4 &RXOG SDWLHQWW RH WV KDMWMHOLR IRUPPWDRREFRNHGOEHY WHP"

$ S3RVVLEO\ 3DWLHHQMOLRQWRVSHRAD O/HHV WL QX HVWW ELUHFALG\ QUBRRYWKH KRVS
LQIRUPDWLRQ RQ $0ARAYWHPIIBGWHSESDWLE WY HRQ VKR ZIKERWVIH W HFELORAE B KR H VW
ZHUH VHQW WR $0&$FMRIURQHEW & B ORKIROWHRRGTY DIIHFWHG VA\VWHP
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4 :KDW GDWD PD\ KDYH EHHQ FRQWDLQHGPL'Q $0&$TV DIIHFWHG V\VWH

$ $0&$ KDV LQIRUPKIIB XXHWWDWH®DWH ® W Q LRUHRED IMQ. F5Q &FRWWH PHEQFHIEXGH G F
ILQDQFLDO LQIRUPBWHRYG 1@ X P EFHWH/G LR N 6lRFIRV® BWFXULW\ 1XPEHUV DQG P
EXW QRW ODER U D WARUHVWHKDW UHRAX Q MWH B H H QVE EIOHF FORUB E\PRMWW R B UHFHLYHG
$0&%

4 RXOG WKH KDFNHU KDYH DFFHVV WR ODERUDWRU\ WHVW UHVXOWV"
$ 1R 4XHVWRODBRHMWUHVXOWY ZHUKB YR I HG WOHDCG WG/ WERRE O BRWVHO BWVEBH DX O W
VKDUHG ZLWK FROOHFWLRQ DJHQFLHYV

4 ,V WKHUH LQIRUPDG® LR Q@ GFRENW DLLIQHHF WHRBPVMOMHRVLHY RWKHU WKDQ 4XHVV
$ <HV $0&$7V DIIHFWRIGWDVQHG LQIRUFNDWILRQ@HORPD¥XIWURP RWKHU KHDO WK
LQFOXGLQJ RWKHU FOLQLFDO ODERUDZWRM LLHP\E DFOVH B $0&$TV FXVWRPHUYV

4 1 D SDWLHQWVDIZONMQFDLDW BDWKH §X&% \&DWDFVEHQWPRQOW RFWIHGILEH RI|
$ 4XHVW DQG 2SWXP DEDIYWHBHHQ@0&$ WKDWZKREHYERKWD @ERAEMUY RU ILQE
LQIRUPDWLRQ H O XFEHIGL WEBDRBIGLQ | RQUYARIDW HEQ ZZ. DD ERIQRV KWURIGFRPSOLPHQV
FUHGLW PRQLWR U MWXHDW®Q ® LLV8 HIDMLLVRQ VHUYLFHV
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4 :KHQ ZLOO WKH LQYHVWLJDWLRQ EH FRPSOHWHG"

$ $W WKLV SRLQWQ VFRFP SXSHUIWNR DH H LRRYGH/ W IW DOVL R QKRRZOWW RSBEQM G DQ:
LQIRUPDWLRQ PD\ KD YG FEQ I$Q&DHFHAVMW HPN QR Z5 RKOIRWW KLY LQYHVWLJIDWLRQ |
DIIHFWHG V\VWHP ZLOO EH FRPSOHWHG

4 +DV ODZ HQIRUFHPHQW EHHQ QRWLILHG"
$ $0&9% KDV GLVFORDWGLWRKRY BHHQ QQZFRQMDFWPHQWWIKHHIDQELGHQW

YIOX tZ & & %oe Z o Y]v <B $%)}we &)} §Z]e Jv] VEM
$ ,Q UHVSRQRIH VLR FL\GH QLD XLHF V
X +DV VXVSHQGHG VHQGLQJ FROOHFWLRQ UHTXHVWV WR $0&$
X ,V QRWLI\LQJ WR DOIDHFW B Q Q¢ SIDWAYVEEMHH @LWK 2SWXR | LF DWKDRWQ QRWS UR®
UHJXODWRUVIDWQGHRWKUME E\ IHGHUDO DQG VWDWH ODZ DQG
X ,V ZRUNLQJ ZLWK 2$W)XFG RXWELGH VHFXQYWVWLIDUWMVWKR $0&$ GDWD V
DQG LWV SRWHQWLMO'LPSQRWWRG VARG LWV SDWLHQWYV

9HUVLRQ GDWHG -XQH
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4 , VDZ WKH QHZV RQ@GDBERRYSBIBUHQFH DRHWKIKENS WEHLBHQW" :K\ DUH WKH Q
GLITHUHQW"

Al7. Yes. We can't speak for LabCorp, BioReference, or AMCA on why the numbers are different.

4 KR FDQ KHDOWKFDUH SURIHVVLRQDO VHSURMNRUWGCPHDWLRRQWDFW IRU PRU
A18. Providers can contact their Quest Diagnostics sales representative for additional information. If patients have
guestions, they can call 1.866.MYQUEST (1.866.697.8378).
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4 &DQ \RX WHOCOCPARRBEHWY ZHUH LPSDFWHG"

A19. At this time, we are not able to determine who was impacted and what data was on AMCA's affected system.

Quest has been working and will continue to work diligently, along with Optum360, AMCA, and outside security

experts, to investigate the AMCA data security incident and its potential impact on Quest Diagnostics and its patients.

4 ,V 4XHVW 'LDJQRVAOWHWVY &V WKNILDWH WR WKH KHDOWK SO
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